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>>> About me

>SS network Hdeloele=1®)

We are accelerating the adoption of

Przemek Rogala network automation through
, . community, technology,

m in/przemek-rogala

Based on an original talk by Christian Adell
m in/christianadell
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>>> Network automation solution tooling options

QLPI Kb 1O
Grafana

e l0gstash
— Prometheus

§€ kafka
| GoFlow _

7
Jenkine @ Mattermost
S cli

% pytest p pUA—Il_ls

N
SALTSTACK
NETM-KO

0 G
@ telegraf % PmAccT

=RUNDECK

—~gNMic ﬁ s StackStorm

/ Set / Subscribe / Collect

ee Pulumi
@ ‘ W Te

BOXEN
CONTAINERIab

@networktocode | linkedin.com/in/przemek-rogala 4 >>>network Rde$felel=1®)



https://publicdomainvectors.org/

>>> What is the goal?

D

OS Upgrades

Series of automation that
allow the safe upgrading of
network devices, firewalls, and
wireless controllers.

Pre-Post Change {@}
State Validation )

Quickly determine when the
operational state is not as
intended.

—1 Configuration

/4 Compliance
Quickly determine where the
configuration on the device
deviates from golden
configurations.

Firewall Rule

Automation
Deployment of firewall rules
for from an ITSM tool or
other automation system.

Configuration

Remediation
Automate the return to
compliance of a
non-compliant configuration.

Device Lifecycle

Management

Gather data and generate reports
about device out of maintenance
or running old/unsecure software.

e

)

Switchport

Configuration

Drive switchport configuration
changes by updating the
database and pushing
configurations.

A

SoT Data Sync
INE

Synchronize, unify, and enrich
network data sources using the
Single Source of Truth
framework.

Greenfield Site Builder

Simplify and automate new site
deployments and tech refreshes
codifying standard designs and
integrating with your SoT.

ChatOps

Integrate automation to
send outbound only chatbot
requests. This allows for
direct linking to automation
system

4
w
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Circuit Maintenance

Management
Manage circuit data and
maintenance notifications
dynamically in SoT.

Telemetry Analytics
Extend visibility with real time
data from multiple sources and
enriched with metadata
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>>> Architecture

Entry/exit point of pashboards  USER INTERACTION Chatops Portal
the network

automation solution

Defines how the
automation steps are

ORCHESTRATION connected together

AUTOMATION SOURCE OF
ENGINE TRUTH

Compliance - Remediation - Provisioning Inventory - DCIM - IPAM - Circuit

All the tasks related Stores the data that

to change the state defines the
of the network NETWORK INFRASTR intended state of

Physical | Virtual | Cl the network
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>>> Manual input processing of a maintenance notification

NSP sends Network engi.neer Network engineer
maintenance parses notification and | enters |
notification manually updates maintenance info
systems on a calendar

L O Maintenance window updates

Network engineer
emails internal
group to notify of
maintenance

O
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>> An Automated Workflow
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>> An Automated Workflow, extended

@networktocode | linkedin.com/in/przemek-rogala 10 >>>network [Mde¢felel1@)




>>> Mapping to the Architecture

SOURCE OF TRUTH

Dashboards  USER INTERACTION  cChatops

ORCHESTRATION

AUTOMATION [ SOURCE OF
ENGINE

comgtan v [N inventory - DCIM - IPAM - Circuit

ORCHESTRATION

NETWORK INFRASTRUCTURE
Physical | Virtual | Cloud

AUTOMATION ENGINE TELEMETRY & OBSERVABILITY

USER INTERACTION
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Dashboards  USER INTERACTION  cChatops

>>> Mapping to open source Tools

ORCHESTRATION

AUTOMATION SOURCE OF
ENGINE TRUTH

Inventory - DCIM - IPAM - Ciruit

NETWORK INFRASTRUCTURE
Physical | Virtual | Cloud

SOURCE OF TRUTH ORCHESTRATION

AUTOMATION ENGINE TELEMETRY & ANALYTICS

telegrg
= Prometheus

nautobot

USER INTERACTION

@networktocode | linkedin.com/in/przemek-rogala 12 >>> network [nelofelel=1®)



Design-Driven‘Automation

From Architecture to Service-Provisioning |




>>> Architecture

pashboards  USER INTERACTION  cChatops Portal

ORCHESTRATION

AUTOMATION SOURCE OF
ENGINE = [ TRUTH

Compliance - Remediation - Provisioning Inventory - DCIM - IPAM - Circuit

NETWORK INFRASTRUCTURE
Physical | Virtual | Cloud
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>>> Architecture -> Service Provisioning

SERVICE DATA

AUTOMATION

ENGINE ORCHESTRATION

NETWORK INFRASTRUCTURE
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>>>
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>>>

Does with your

network spark joy?
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>>>

Do your users know what the

- and how to get it?

@networktoco de | linkedin.com/in/przemek-rogala 18 >>>network Rde$felel=1®)



>>>

Can we automate with confidence
when the datais

—and it
feels like a full-time job?
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>>>

Service B

Could you turn your

into a
2

Foundational Network
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>>>

or Feel the
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>>>

Data with context:
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>>>

Branch Site L3VPN

New Access Switch E2E Firewall Access

Hybrid VPN tunnel New Data Center
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>>>

Service Catalog
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>>>

Start

The power of compound interest
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>>>

Focus on

the
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>>>

Break your network into a

services
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>>>

Not just a theory!
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=> nautebot

Local
Designs é n
£ Configure | Y Filter | 3 Saved Views v
Designs

Name Mode Version Last Synced Time Description Deployments Dynamic Groups

Cloud Network Data ~ — - Jan.7,2025, 8:17 - 0 0 PR E
am.

Backbone Site Design  Ad-Hoc — Jan.7,2025,8:18 — - 0 B ° O E
am. = =

Controller Data — — Jan.7,2025, 8:17 — 0 0 |[? n o E
am. ' )

Module Data — - Jan.7,2025, 8:17 - 0 0 =) ° ) E
am.

Edge Design Ad-Hoc = Jan.7,2025,8:18 - 3 0 (®] ° ) o
am.

Initial Data Design 1.0.0 Jan.7,2025, 8:18 Establish the devices and site information For Four sites: IADS, LGA1, 1 0 | [Zjn D f) 0

DESIGNS Deployment am. LAX11, SEA11.
P2P Connection Design 0.5.1 Jan.7,2025,8:18 Connect via a direct cable two network devices using a P2P network. 0 0 B °
Design Deployment a.m. 2

.toCode()



>>> Learn More - Network Automation Architecture

® Network to Code Blog: https://blog.networktocode.com/
o)

Network Automation Architecture series: https://networktocode.com/blog/network-automation-architecture-part-01/

® The Network Programmability and Automation Book, 2nd Edition

O Chapter 14. Network Automation Architecture

More on Circuit Maintenance Automation

® NANOGS86 (Oct 17)
O Josh VanDeraa session about Circuit Management automation
® Network Field Day 27 - Automate Circuit Maintenances
O  https://www.youtube.com/watch?v=Wt_vxdGg_cs

® RIPE 82 - How to Handle your Circuits Maintenances Proactively
O https://ripe82.ripe.net/archives/video/516/

O'REILLY" %,;f‘o,,
Network \
Programmability

& Automation

Skills for the Next-Generation
Network Engineer

Matt Oswalt,

Christian Adell,
Scott S. Lowe &
Jason Edelman
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https://blog.networktocode.com/
https://networktocode.com/blog/network-automation-architecture-part-01/
https://www.youtube.com/watch?v=Wt_vxdGq_cs
https://ripe82.ripe.net/archives/video/516/

>>> Learn More - Design-Driven Automation

Embracing Your Network as a Product

Design-Driven Network Source of Truth blog

Nautobot Design Builder App

Autocon3 Test-Driven Design Workshop by Nikos Kallergis

Nanog 88 - Design Driven Network Assurance by Jeremy Schulman
Nanog 93 - Now you can too! Design-driven automation by Wim Van Deun
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https://www.linkedin.com/pulse/embracing-your-network-product-christian-adell-kqref/
https://networktocode.com/blog/2025-01-24-design-driven-nsot/
https://github.com/nautobot/nautobot-app-design-builder
https://github.com/networktocode/autocon3-design-workshop
https://www.youtube.com/watch?v=lIn_Cu5vYEw
https://www.youtube.com/watch?v=yXkDzQnRHd0

>>> Example Tools References

® Nautobot E [ E_
O https://qgithub.com/nautobot/nautobot :i L
® Nautobot Circuit Maintenance Plugin =
O https://github.com/nautobot/nautobot-plugin-circuit-maintenance
®  (Circuit Maintenance Parser I =
O https://github.com/networktocode/circuit-maintenance-parser E F: e
® AWX
O https://github.com/ansible/awx
® Ansible
O https://github.com/ansible/ansible
® Telegraf
O https://github.com/influxdata/telegraf
® Prometheus
O https://github.com/prometheus/prometheus
® Grafana
O https://github.com/grafana/grafana
® Mattermost
O https://github.com/mattermost
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